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1. Introduction 

utomated vehicles are those within which a slightest 

of some attribute of a “safety-critical management 

function” (e.g., directing, regulate, or braking) happens 

while not direct driver input [1]. Automatic vehicles could 

also be autonomous [2] (i.e., use solely vehicle sensors) or 

could also be use communications systems like connected 

vehicle technology, during which vehicles and wayside 

groundwork communicate wirelessly [3][4]. Autonomous 

cars have mechanism systems that are capable of 

investigation sensory information to discriminate between 

completely different cars on the road, that is extremely 

helpful in coming up with a path to the specified 

destination. [5] Connectivity is a vital input to recognizing 

the complete probable advantages. Among the probable 

advantages of automatic vehicles is a very important 

decline in traffic accidents [6], The resultant harms and 

connected prices, as well as a lower would like for 

insurance. automatic vehicles are projected to supply major 

will increase in traffic stream [7] higher quality for 

youngsters, [8] the aged disabled and poor people; the 

liberation of travelers from driving and course-plotting 

chores; lower fuel consumption; considerably reduced 

desires for parking lot in cities a reduction in crime and 

therefore the facilitation of various business models. [9]. In 

the past years, revolutions in urban kind are associated to 

some reasonably vehicle revolution. The majority 

transmission of personal cars created potential low 

compactness and spread urban development’s geographic 

region, however at a similar time adversely affected the 

standard of life in cities by making un-sufferable traffic 

overcapacity, shortage of area, and injurious radiations. 

Personal cars provide larger elasticity than conveyance 

however personal cars are used for under a little part of 

daily and stay idle. This can be extremely unproductive. 

Even supposing slump and high fuel costs have 

suggestively affected the utilization of cars in terms of 

driven distances in several countries. Fondness for 

automobile-sharing over car possession. Users of car-

sharing schemes are increasing quickly. Other advances 

touching the growth of transport systems are the 

virtualization of life and work and therefore the growing 

significance of communication and social media. Lives in 

Europe within the past two periods have created an 

increasing request for private transport. Demand for 

individual mobility services is predicted to extend. 

Routines are getting additional completely different, 

deliberateness is gaining significance, and way of life 

becomes a lot of feverish. Google has authorization to 

check its automatic vehicles in various states within the US. 

Volvo received permission to check automatic vehicles in 

metropolis, Sweden. Researchers are testing driverless cars 

in European countries. There's a ten- year roadmap to be 

leaders in driverless cars, robotics, and alternative 

advanced technology [15]. 

 

Figure 1 example of Automated vehicles [17] 

Levels of Automated Vehicle Function 

• SPECIFIC AUTOMATION: 

Automation of specific management functions, like voyage 

management, track guidance and automatic comparable 

parking. Drivers are absolutely concerned and accountable 

for whole vehicle management (hands on the wheel and 

foot on the pedal in the least times) [10]. 
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• MUTUAL OPERATE AUTOMATION: 

Automation of multiple and integrated management 

functions, like accommodative voyage management with 

lane orientating. Drivers are answerable for observation the 

route and are expected to be obtainable for management in 

the least times, however below bound conditions will 

detached from vehicle operation (hands off the wheel and 

foot off pedal instantaneously) [10]. 

• LIMITED SELF-DRIVING AUTOMATION: 

Drivers will abandon all safety-critical functions below 

sure circumstances and depend upon on the vehicle to 

watch for changes in those conditions which will need 

conversion back to driver management. Drivers don't seem 

to be expected to perpetually monitor the route [10]. 

• FULL SELF-DRIVING AUTOMATION: 

Vehicles will perform all driving functions and monitor 

route conditions for a whole voyage, so could operate with 

occupiers who cannot drive and without human occupiers 

[10]. 

2. Classes of Automated Road Transport 

Systems 

Automated transport systems are made up of vehicles 

operating without a driver in cooperative mode. The first 

City Mobil project classified four classes of automated road 

transport systems: 

1.1. Personal mass rapid transit (PRT): 

Use 4-place vehicles. PRTs work on networks with stops, 

carrying passengers directly from AN origin stop to a 

destination stop. The tracks utilized by the PRTs may be 

isolated or not. 

1.2. Cyber Automobile (CA):  

The transport system relies on automatic road vehicles 

starting from four to twenty passengers. They work on 

networks with stops, however in contrast to the PRT, the 

passengers will have totally different roots and destinations. 

The lanes utilized by the network is isolated or not. 

1.3. High tech Bus (HTB):  

The transport system is predicated on automatic road bus 

with quite fifty passengers. The tracks utilized by the 

network will be isolated or not. 

1.4. Dual-Mode Vehicles (DMV): 

  A completely automatic and driverless vehicle like cars 

with zero or ultra-low emissions, driver help systems, 

parking help, and collision turning away. [15] 

3. Automated Vehicles Applications 

Efficiency and safety are 2 necessary needs which will be 

accustomed classify automatic VEHICLES applications 

supported their primary purpose. However, potency and 
safety don't seem to be entirely separated from one another. 

On the conflicting, those and alternative aspects should be 

thought-about collected within the style of automatic 

VEHICLES applications. For case, an equipment failure or 

an accident relating 2 or a lot of vehicles will result in a 

traffic congestion. A note coverage this event sends a 

security warning for near drivers who usage it to boost their 

awareness. The similar message might initiate the 

computation of an alternate route for a vehicle that planned 

to tolerate the accident location, however it's not close to 

that time nevertheless. During this scenario, the goal is to 

extend the transport potency for individual vehicles. In 

addition, looking on completely different causes like the 

importance of the accident location, the transport system 

might compute and recommend different routes to an 

outsized set of vehicles as a broader view of the traffic 

demands so as to reduce the impact of this event to regions 

not near the accident. During this case, the goal is to extend 

the general transport potency [11]. 

4. Categories of applications 

There should be ad-hoc connectivity; so as to be 

commercially viable, users should be offered web 

association services in conjunction with the fundamental 

safety related options for the potency and success of 

vehicular networks. There will be 2 classes of safety 

applications.  

Class A: help for Safe Navigation (ASAN), manages 

crucial aspects of traffic safety. [12] 

• Accident avoidance applications through accident, 

unexpected braking, or road maintenance 

notifications, Risky driving condition detection 

(for ice, hydroplaning, etc.),Backup services call 

when an accident [12] 

• Detection of a rascal driver going the incorrect 

manner. Once an accident happens on aspect A of 

a road and is detected (through an airbag 

preparation, for instance), a notification packet 

should be broadcasted to all or any vehicles on the 

road. [12] 

Category B:   

• Advanced Navigation help (ANA) like passing 

support, vehicles pool formation, actual time 

cramming notification, expected weather driving 

conditions, etc., Web association facilities for 

further travel comfort and improved productivity 

[12]. Vehicular Relay Chat (VRC) between users 

of a similar road 

 
Figure 2  VANET architecture [18] 
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A Road Block Management: 

A road jam application will offer drivers with the most 

effective routes to their destinations and additionally verify 

the most effective time schedules for traffic lights on the 

entire routes. The target is to decrease congestion on the 

concerned roads and maintain a smooth traffic flow. This 

will probably increase the road capability and stop traffic 

jams. [11] 

• Comfort Applications:  

May facilitate the driver to form his journey more leisurely 

and pleasant. Such application sort comprises: weather 

info, gasoline station or eating place location, town 

deliberateness info, traveller info, info on the accessible 

parking zone at a parking place, international service 

handover, road charging, route navigation (e.g., calculable 

journey time, acclaimed info supported the user’s 

perspective, automatic road map update, civilian 

surveillance) and advertisements or announcements of 

location-based sales info. [12] 

 
Figure 3 VANET applications [19] 

5. Impacts of Automatic Vehicles 

The impacts of automatic vehicles are reduced traffic and 

parking congestion, freelance quality for low-income 

individuals, energy conservation, enhanced safety, and 

pollution reductions, can only be important once automatic 

vehicles become common and reasonable, most likely 

within the 2040s to 2060s, and a few advantages could 

need elimination human-driven vehicles on certain 

roadways, that might take longer. 

• Safety: reduce accidents caused by human errors. in 

the near future once automatic vehicles are common, 

it's thought that ninety take advantage of all accidents 

are caused by human errors are reduce by five 

hundredth [10] 

• Efficiency: Increase transport system potency and 

reduce time in engorged traffic. There’ll be fewer 

traffic jams and fewer waiting time at intersections and 

traffic lights are expected to enhance the traffic outturn 

by eighty the troubles. [10] 

• Comfort: enable user’s freedom for alternative 

behavior once automatic systems are active. [10] 

• Better transport: Jewish calendar month are ideal for 

transporting passengers to or from public transport 

systems. They’ll coordinate pickup and delivery with 

the particular timetable of the general public 

transportation. [10] 

• Emergency response: Jewish calendar month can also 

perform a special role in an emergency. They could be 

ready to switch into an emergency mode and deliver 

anybody to the closest hospital at most speed. [10] 

• Social inclusion: guarantee quality for all, as well as 

senior and impaired users. [10] 

6. Challenges and future perspectives 

1.5. Highly dissimilar vehicular networks:  

Many non-interoperable wireless networking technologies 

have developed with the fast development and 

availableness of mobile computing systems and 

environments. As a consequence, the availability of 

continuous property across different wireless networking 

technologies below a time-varying configuration is 

incredibly complicated in terms of node addressing, quality 

of pleasantness, routing, security and request. Thus, it's sure 

that future generation of intelligent transportation systems 

reflect an additional rounded approach to network 

solutions. This might need support to the co-occurrence of 

multiple different co-located wireless networks to produce 

universal and universal access to broadband services. [13] 

1.6. Information management and storage: 

Massive scale transport networks with uncountable 

vehicles, which can manufacture huge amounts of 

distributed information that has to be keep in some fashion 

and distributed across the automatic vehicles. because of 

this feature, the large scale, each within the size of network 

and amount of created information, in addition because the 

inherent dynamic properties of automatic vehicles, cause 

new and distinctive challenges to information management 

during this setting. [13] 

1.7. Localization systems: 

Vital safety applications in automatic vehicles need 

additional reliable and high correct localization systems. A 

natural resolution of a localization system for automatic 

vehicles is to introduce a navigation device in every 

vehicle. However satellite- based mostly positioning 

systems gift some unwanted issues like not continuously 

being out there. Moreover, satellite-based positioning 

systems are at risk of many kinds of attacks like spoofing 

and overcrowding. Variety of localization techniques has 

been planned for computing the position of mobile nodes, 

expressly Map Matching, Dead Computation, Cellular 

Localization, Image/Video process, Localization Services, 

Differential GPS technique, and Relative Distributed ad hoc 

Localization. Of these practices have blessings and 

drawbacks, however no single follow will satisfy all the 

wants at a similar time. 

1.8. Security and Privacy 

The key drawback is to stop attackers from intrusive with 

each the integrity of the changed messages and therefore 

the accessibility of the system. Many network security 

issues appear as if those of ancient wireless networks.  

However, security challenges in automatic vehicles are key 

and distinctive as a result of the scale of the network, 
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common topology changes, high quality, and therefore the 

different categories of applications and services, with 

conflicting needs which will be offered to such networks. 

Besides those challenges, there's a trade-off between 

authentication and non-repudiation against privacy. Some 

characteristics of automatic vehicles create challenges to 

fulfill security needs that demand novel protocol solutions 

with a number of the subsequent characteristics: low 

overhead as a result of time sensitivity, minimum hops 

communication among nodes, pre-stored data concerning 

the collaborating routing nodes and optimized information 

dissemination solutions. Within the face of the valuable 

existing results addressing the matter of security in 

automatic vehicles, new secure communication protocols 

should be investigated taking into consideration the 

distinctive characteristics of dissimilar vehicular networks 

[13]. 

• Disorderly tolerant communications: (such as higher 

delay and lower reliable ness delivery, are a lot of 

constant in distributed networks). [13] 

• Environmental addressing: The physical position of 

a vehicle or its ecological region is important for 

several applications to perform digital communication, 

which needs a geographical address. [13] 

• Pursuing a target: Communication could be an 

elementary facet in any network and, in automatic 

vehicles, depends on the physical location of vehicles. 

[13] 

• Regularization of protocols: automatic vehicles are 

often comprised of different kinds of. During this 

situation, vehicles (such as trucks, vehicles, trams, 

buses, taxis motorbikes and bicycles) it's necessary that 

every one of them are ready to communicate among 

themselves exploitation identical protocol. [13] 

• Flexible network density:  The automatic VEHICLES 

topology will have many vehicles during a 

comparatively tiny region. During this case, it's 

necessary to style protocols for medium access 

management to avoid accident and transmission errors. 

• Network fragment: Network fragment might occur in 

situations of light traffic or rural areas. Network 

fragmentation could be a trial for network originators. 

7. Human Factor Issues 

Driver basic cognitive process and distraction: 
Automation is usually projected to ease driver load, this is 

often not primarily favorable for driving and doesn't 

perpetually tip to enhanced road protection. If the load on 

the driving force is simply too very little throughout eras of 

automation, the driver might involvement of reflexive low 

energy. Moreover, analysis has shown that passive fatigue 

will worsen overall driver routine Contrariwise, dullness 

can also flourish from low employment in eras of machine-

driven driving. At the end, drivers might explore for to 

interact in alternative activities as different to observant and 

oversight the autonomous driving. Varied studies have 

verified the adverse effects of secondary task hassles on 

take-over time and excellence in machine-driven driving. 

Situational disruption: Situational disruption is 

outlined as “the attention of the weather within the 

surroundings among a volume of your time and area, 

Situational attentiveness is an operator’s dynamic 

understanding of what's happening everywhere”. Once 

drivers distract attention from the automatic driving task 

their level of Situational awareness can seemingly weaken 

as basic cognitive process resources aren't being 

overenthusiastic to keeping awareness of the vehicle state 

and road condition. This reduction in Situational awareness 

in eras of automation may be venturous as automation 

actions and alerts can seemingly be unforeseen and are 

available as a feeling. 

Overreliance and belief: Overreliance happens once a 

driver doesn't question the performance of automation and 

ineffectually counterchecks the automation standing. By 

means that of automatic systems take over management of 

the many driving tasks, motorists might learn to wrong 

estimate and over-rely on automation concert. in short it's 

over-trusting automatic systems. The overreliance and 

extreme trust in automatic driving systems might cause a 

lot of venturesome driving and also the result are going to 

be the negative behavioral adaptation effects. 

Skill deprivation: Drivers that extremely rely on automatic 

driving systems might fail to use their manual driving 

skills.  

Motion illness: Motion illness could be a disorder marked 

by symptoms of sickness, faintness, and alternative 

physical discomfort. Automatic driving might have 

enhanced tendency for complaint of car inhabitants. [16] 

8. Automated vehicles Risks 

Automated vehicles have a number of the risks like those of 

traditional vehicles but, the nature of those risks are going 

to be numerous. A serious issue for the longer term of 

automatic vehicles are going to be suitably evaluating and 

justifying these risks. The large thought of accidents is 

caused by human error, and in theory by work human 

involvement with well automatic computers, the risks of 

driving might be significantly reduced. However, enhanced 

risk would be joined with the vehicles experience itself. 

Computers will delineated several things that an 

individual's driver will not ‘they can understand in smog 

and also the gloomy, and don't seem to be liable to fatigue 

or distraction’. However, they knowledge to flop, and 

systems are only nearly as good as their designers and 

programmers. Exploitation associate enlarged complexness 

of hardware and software system utilized in vehicles, 

there'll even be additional which will enter the incorrect. 

The most important risk of a defective automatic vehicle is 
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that the same as for ancient the danger of collision. The 

severity of associate accident will so be terribly high. A pc 

fault or a faulty reading from a sensing element may lead 

vehicles to try and do one thing that somebody's driver 

would instinctively notice is unsuitable. This might 

probably result in infrequent and a lot of difficult sorts of 

accidents that are exhausting to predict the character of 

risk. By often relocating answerability from the driving 

force to the vehicles, there's a threat that a driver probably 

are going to be wrong regarding the duty they presently 

have, or might not adequately perceive a way to select 

completely different modes of operation of their vehicles. 

To mitigate this risk, it's important that drivers are 

experienced the boundaries of automatic functions, and 

how they will retake management of the vehicles once it's 

necessary. Reputational Risk as a result of the failure of an 

automatic vehicles has serious implications for human 

safety, there can be serious reputational risk for the 

manufacturer of a vehicles or part if it's concerned in an 

accident. Cyber Risk as driving becomes additional 

processed, there's probably to be enlarged cyber risk. This 

is often a risk that's ever-growing in our progressively 

digitizing society, however maliciously intrusive with 

vehicles may have serious implications for safety. To deal 

with cyber risks, high principles of system resilience, like 

robust encryption, can got to be built. As vehicles become 

additional connected, it can be attainable for hackers to 

access non-public information, like typical journeys, or 

wherever an individual is at a specific time, that may 

enable a stealer to understand once an owner isn't at home. 

It’s additionally possible that driving can be maliciously 

inhibited with, inflicting a physical danger to passengers.  

[10] [14]. 

9. Conclusion 

The initiation automatic vehicles equipped with the power 

to ascertain wireless communications, opens an infinite 

claim that may build road travel safer, a lot of efficient and 

a lot of pleasurable to the users. It’s a key enabling 

technology for future intelligent transportation systems. 

Automatic applications might need (or might benefit from) 

a different protocol stack. There are several rousing 

analysis challenges in different areas however to be 

resolved that require to be united into real preparation since 

revolution heavily depends on acceptance of technology. A 

standard and basic facet altogether aspects of conveyance 

networks is that the different kind of algorithms used in 

automatic vehicles. This work brought discussions on the 

most characteristics of automatic vehicles, transport 

networks, impacts, and applications, challenges of security 

and privacy and future views.  
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